
 

 

 

 

 

 

 

PAULL PRIMARY SCHOOL 
 

 

INTERNET SAFETY / E-SAFETY POLICY 2018 

 

At Paull Primary School we aim to provide a safe, secure and stimulating 
environment within which all children feel cared for, supported and happy. 

 
We aim to prepare children for adult life through developing an enthusiasm for 

learning and a willingness to persevere in the face of challenge. 
 

 
Why is Internet use important? 

The purpose of Internet use in Paull Primary School is to raise educational standards, to 

promote pupil/children and young people’s achievement, to support the professional work of 

staff and to enhance the Paull Primary School management functions. 

 

How does Internet use benefit children and young people? 

A number of studies and government projects have identified the benefits to be gained 

through the appropriate use of the Internet. 

Benefits of using the Internet include: 

• vocational, social and leisure use in libraries, clubs and at home; 

• access to world-wide educational resources including museums and art galleries; 

• professional development for staff through access to national developments, educational 

materials and effective curriculum practice; 

• exchange of curriculum and administration data with HCC and DfE. 

 

How will children and young people learn how to evaluate content? 

Children and young people should be taught to be critically aware of the materials they read 

and shown how to validate information before accepting its accuracy. 

 

How can we ensure Internet use enhances learning and life experiences? 

The Paull Primary School Internet access will be designed to enhance and extend education. 

Children and young people will be taught what Internet use is acceptable and what is not and 

given clear objectives for Internet use. 

The Paull Primary School will ensure that the copying and subsequent use of Internet derived 

materials by staff, children and young people complies with copyright law. 

 

How will information systems security be maintained? 

Local Area Network (LAN) security issues include: 

• Access to all ICT systems shall be via unique login and password. Any exceptions shall be 

recorded in the risk assessment and approved by the Headteacher or Administration Officer. 

• Where possible, all information storage shall be restricted to only necessary users. Access 

granted to new groups of users (for example, an external group attending a school-based 

event) shall be approved by the by Headteacher or School Business Manager. 

• Users must take responsibility for their network use. 

• The server operating system must be secured and kept up to date. 

• Virus protection for the whole network must be installed and current. 

• Access by wireless devices must be pro-actively managed and must be password protected. 

 

 

 

 

 



How will filtering be managed? 

Paull Primary school will use ‘Watchguard’ through the school’s Service Level Agreement 

with Computanet to ensure that systems to protect children and young people are reviewed 

and improved. 

 

How will videoconferencing be managed? 

Videoconferencing has not been undertaken by Paull Primary School. Should there be a need 

then the relevant risk assessments will be made. 

 

How can emerging technologies be managed? 

Emerging technologies will be examined for educational benefit and a risk assessment will be 

carried out before use in Paull Primary School is allowed. 

 

Password security 

Staff keeping their password secure from others, particularly access to SIMS or other 

sensitive information. Sensitive areas (O:\drive) shall be kept secure from access by all except 

the relevant staff i.e. financial, staff information, sensitive forms and letters restricted to the 

School Business Manager and Headteacher. 

 

How will email be managed? 

Staff will use approved email accounts (such as https://login.microsoftonline.com/ (Office 

365)) 

Use of personal email accounts has been phased out and Office 365 is used by staff and can 

be accessed in and out of school. (Personal email accounts should not be used by staff or 

Governors for school based communication.) 

Whole-class or group email addresses will be used in Paull Primary School for 

communication outside of the school by pupils. 

Email sent to external organisations should be written carefully and, if it contains potentially 

contentious information, authorisation should be sought before sending, in the same way as a 

letter written on school/organisation headed paper. 

 

How will published content be managed? 

The contact details on the website is restricted to the address, approved email and telephone 

numbers. Employee/volunteer or children and young people’s personal information will not 

be published. 

The Senior Leadership Team will take overall editorial responsibility and ensure that website 

content is accurate and appropriate including respect for intellectual property rights and 

copyright. 

 

Can pupil images and work be published? 

Images that include children and young people will be selected carefully and will not provide 

material that could be reused. 

Children and young people’s full names will not be used in conjunction with photographs.  

Written permission from parents or carers will be obtained before images of children and 

young people are electronically published. 

 

How will social networking and personal publishing be managed? 

• Paull Primary School will control access to social media and social networking sites via the 

Watchguard filtering, controlled by Computanet. It does not support staff/pupils using any 

unapproved websites or social networking in or out of school for discussing or publishing 

details about the school or associated staff, parents or pupils. 

• Pupils will be advised never to give out personal details of any kind which may identify 

them and / or their location. Examples would include real name, address, mobile or landline 

phone numbers, school attended, IM and email addresses, full names of friends/family, 

specific interests and clubs etc. 

• Pupils will be advised on security and encouraged to set passwords, deny access to unknown 

individuals and instructed how to block unwanted communications. Pupils should be 

encouraged to invite known friends only and deny access to others by making profiles private. 

• Pupils are advised not to publish specific and detailed private thoughts, especially those that 

may be considered threatening, hurtful or defamatory. 

Examples include: blogs, wikis, social networking, forums, bulletin boards, multi-player 

online gaming, chat rooms, instant messenger and many others. 



 

 

How will Internet access be authorised? 

Paul Primary will maintain a list of any staff or pupils who are not allowed to use the internet 

or access the school computer system. 

All staff/volunteers must read and sign the organisation’s policies regarding information 

security and the use of information technology before using the organisation’s ICT resource. 

All pupils access to the Internet will be by adult demonstration with directly supervised access 

to specific, approved on-line materials. 

Parents/carers will be asked to sign and return a consent form for children and young people’s 

access. 

 

How will risks be assessed? 

Paull Primary School will take all reasonable precautions to ensure that users access only 

appropriate material. However, due to the global and connected nature of Internet content, it 

is not possible to guarantee that access to unsuitable material will never occur via a computer. 

Neither Paull Primary School nor ERYC can accept liability for the material accessed, or any 

consequences resulting from Internet use. 

Paull Primary staff/management will audit digital technological use to establish if the e–safety 

policy is adequate and that the implementation of the e–safety policy is appropriate. 

The use of computer systems without permission or for inappropriate purposes could 

constitute a criminal offence under the Computer Misuse Act 1990. 

 

How will complaints be handled? 

Complaints of Internet misuse will be dealt with under (Paull Primary School) Complaints 

Procedure. 

 

How should the Internet be used across the community? 

The school will liaise with local organisations to establish a common approach to e–safety. 

The school will be sensitive to Internet related issues experienced by children and young 

people out of school, e.g., social networking sites, and offer appropriate advice. 

 

How will Cyberbullying be managed? 

Cyberbullying (along with all forms of bullying) will not be tolerated in Paull Primary 

School. Full details are set out in (Paull Primary School) policy on anti-bullying. 

All incidents of cyberbullying reported to (Paull Primary School) will be recorded. 

 

Response to an Incident of Concern 

The Incidents shall be referred to the headteacher for review and action. Any incidents shall 

be reported in the headteacher's report to governors at the termly meetings. 

Possible incidents may include the following: 

* Circumventing the network security system 

* Accessing inappropriate material (definition should be in AUP) 

* Installing unapproved software 

* Using other people’s accounts, email addresses or passwords 

* Breaching copyright 

* Uploading school material onto a social network or chat room 

* Leaving school mobile devices unattended 

* Not logging off when leaving a device 

Child Exploitation and Online Protection (CEOP) 

Children and young people need to know how to block someone online and report them if 

they feel uncomfortable. It is important to realise that there are people other than the staff in 

your organisation who can help. Online child abuse can be reported directly, as well as 

requests to seek out more advice and support. Reports can be made directly to CEOP through 

their Click CEOP reporting button, which is present on an increasing number of websites and 

social networks. 

 

What should the communications plan contain? 

Paull Primary School shall include appropriate communications and/or training for all sectors 

of the organisation’s community. 

This should cover: 



•Workforce training in understanding the rationale for all e-safeguarding procedures and the 

consequences of inappropriate practice. 

•Workforce training in responsible approaches to data on mobile devices, communicating 

online and procedures when using multimedia digital content such as photographs, videos and 

podcasts in terms of permission seeking, taking, storage and retention. 

•A comprehensive and developmental e-safety curriculum for children and young people 

referenced in schemes of work and programmes of study in schools. 

•The programme should include the responsible use of web and communication technologies 

both inside and outside school and risks related to cyberbullying. 

•Regularly re-visiting of the AUP with staff and pupils. 

•ICT non-teaching staff training related to how digital technology can enhance learning and 

teaching. 

Organisations like ChildNet, ThinkyouKnow, CEOP offer support for education and training 

materials. 

 

How will parents’ support be enlisted? 

Parents’/carers’ attention will be drawn to Paull Primary School's e-safety Policy in 

newsletters, the brochure and on the Paull Primary School's website as well as through the 

organisation’s Child Protection Policy and Procedures. 

Parents/carers will be requested to sign an e–safety/internet agreement as part of the Home 

School Agreement. 

 

How will the policy be introduced to children and young people? 

It will include:- 

•Every child to be informed that network and Internet use will be monitored. 

•An e–safety module could be included in the PSHE, Citizenship and/or ICT programmes 

covering both safe school and home use. 

•Safe and responsible use of the internet and technology is reinforced across the curriculum. 

Useful e–safety curriculum resources and programmes include: 

•ThinkUKnow: www.thinkuknow.co.uk 

•Childnet: www.childnet.com 

 

How will the policy be discussed with staff? 

All staff within Paull Primary School including administration, governors and volunteers shall 

be included in any awareness raising and training. 

Induction of new staff/volunteers shall include a discussion of the organisation’s e–safety 

Policy. 

•The e–safety Policy will be formally provided to and discussed with all members of staff. 

•To protect all staff, children and young people, the organisation will implement Acceptable 

Use Policies. 

•Staff should be aware that Internet traffic can be monitored and traced to the individual user. 

Discretion and professional conduct is essential. 

•Staff training in safe and responsible Internet use both professionally and personally will be 

provided. 

 

Approved by Governing Body ________________________ Date ___________ 

 Chair of Governors  

 

 

 ________________________ Date ___________ 

 Headteacher 
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